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CCNA ROUTING & SWITCHING
COURSE CONTENTS

Introduction to Networks
Network Layer Model OSI & TCPIP
Design, Calculate and Apply Subnet mask
in IPV4 & IPV6 Network

Teaches comprehensive networking
concepts, from network applications to
the protocols & services provided to those
applications by the lower layers of the
network. Students will progress from
basic networking to more complex
enterprise & theoretical networking
models later in the curriculum.

Fundamental Ethernet Concepts
Command-line interface (CLI)
Cisco IOS

Duration

100 hours

Course Fee PKR 15,000/-

Routing & Switching
Essentials
Operation of Router, Routing tables, &
the route lookup process
VLANs and Inter Vlan Routing
A static Routing, default routing &
Dynamic Routing Protocols (RIP) &
RIPng
Access Control Lists (ACLs) for network
Dynamic Host Configuration
Protocols(DHCP) for Network

WHO SHOULD ATTEND?
Students who are seeking entry-level jobs
in the ICT industry or hope to fulfill
prerequisites to pursue more specialized
ICT skills

CERTIFICATION
CCNA Exam # 200-120

Routing & Switching

Analyze the Operations & Feature of
Transport Layer network Protocol IPV4 &
IPV6

COURSE DESCRIPTION
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ACADEMY BENEFITS
Successful student get each module
Academy certificate and appriciation
letter.
Get 58% Discount on industry exam.

Scaling Networks
STP, RSTP, & PVST
Link Aggregation Protocols(Ether
Channel)
Wireless Network
OSPF in Multi Area
EIGRP
First Hop Redundancy Protocols(HSRP,
GLBP)
IOS Images & Licensing

Connecting to the WAN
Point to Point Protocol (PPP)
Frame Relay Protocol
Site to Site Connectivity Through VPN
Monitoring the Network Traffic
Troubleshooting WAN Implementation
issues
For More Information
To learn more about Cisco Networking Academy, visit

www.cttcacademy.pk
info@cttcacademy.pk

Cisco Term & Condition can be applied.
Eligibility criteria as define by Cisco.

www.twitter.com/cttc

Connecting Networks

CCNA SECURITY
COURSE CONTENTS
Modern Network Security
Threats
Securing Network Devices
Authentication, Authorization
and Accounting

Implementing Intrusion
Prevention
Duration

40 hours

Course Fee PKR 8,000/-

Securing the Local Area
Network
Cryptography
Implementing Virtual Private
Networks
Managing a Secure Network
Implementing the Cisco
Adaptive Security Appliance
(ASA)

CCNA Security equips students with the
knowledge and skills needed to prepare
for entry-level security specialist
careers. This course is a hands-on,
career- oriented e-learning solution that
emphasizes practical experience.
Various types of hands-on labs provide
practical experience, including
procedural and troubleshooting labs,
skills integration challenges, and model
building.

WHO SHOULD ATTEND?
College and university-level students
seeking career-oriented, entry-level
security specialist skills.

CCNA Security

Implementing Firewall
Technologies

COURSE DESCRIPTION
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IT professionals wishing to broaden
or add specialized skills to their
technology expertise.
Current CCNA certification holders
who wish to build on their CCNA
knowledge base

PREREQUISITES
CCNA-level networking concepts and
skills.
Basic PC and Internet navigation
skills.

For More Information
To learn more about Cisco Networking Academy, visit

www.cttcacademy.pk
info@cttcacademy.pk

www.twitter.com/cttc

Students can acquire the CCNA-level
routing and switching skills needed
for success in this course by
completing CCNA Discovery or CCNA
Exploration.

IT Essentials 5.0
COURSE CONTENTS

IT Essentials
5.0

Introduction to the Personal
Computer
Lab Procedures & Tool Use
Computer Assembly
Maintenance and Troubleshooting
Networks

The IT Essentials course covers the
fundamentals of computer hardware
and software and advanced concepts
such as security, networking, and the
responsibilities of an IT professional. It
is designed for students who want to
pursue careers in ICT and students who
want to gain practical knowledge of how
a computer works.

Laptops
Duration

40 hours

Course Fee PKR 8,000/-

Mobile Devices
Printers
Security
The IT Professional

WHO SHOULD ATTEND?
Students seeking career-oriented,
entry-level computer hardware,
software, and networking skills
Students who want to gain
fundamental computer hardware,
software, and troubleshooting skills

IT Essential 5.0

Operating Systems

COURSE DESCRIPTION
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Students who want to prepare for the
CompTIA A+ certification exams

CAREERS

The IT Essentials curriculum supports students who want to prepare for entry-level
positions in the ICT field within several different types of working environments:
A corporate or mobile environment with a high level of face-to-face client interaction. Job
titles include enterprise technician, IT administrator, field service technician, and PC
technician.

For More Information
To learn more about Cisco Networking Academy, visit

www.cttcacademy.pk
info@cttcacademy.pk

www.twitter.com/cttc

A remote work environment where client interaction, client training, operating systems,
and connectivity issues are emphasized. Job titles include remote support technician, help
desk technician, call center technician, IT specialist, and IT representative.

Linux Essentials
COURSE CONTENTS
Introduction to Linux
Open Source Applications and
Licenses
Using Linux
Command Line Skills
Working with Files and
Directories
40 hours

Course Fee PKR 6,000/-

Archiving and Compression
Pipes, Redirection, and REGEX
Basic Scripting
Understanding Computer
Hardware
Managing Packages and
Processes
Network Configuration
System and User Security
Managing Users and Groups

This course covers the fundamentals of
the Linux operating system and
command line. The goal of this course is
to provide academic institutions and
students a “starting place” for learning
the Linux operating system.
Course implements a "practice as you
read" approach to learning. Each
learner has hands-on access to a Linux
virtual machine to practice

WHO SHOULD ATTEND?
Students seeking career-oriented,
entry-level computer hardware,
software, and networking skills

Linux

Duration

COURSE DESCRIPTION
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Students who want to gain
fundamental computer hardware,
software, and troubleshooting skills

CERTIFICATION
Linux Essentials Professional
Development Certificate

Ownership and Permissions

For More Information
To learn more about Cisco Networking Academy, visit

www.cttcacademy.pk
info@cttcacademy.pk

www.twitter.com/cttc

Special Permissions, Links and
File Locations

Internet of Everything

NEW

COURSE CONTENTS

Duration

24 hours

Course Fee PKR 4,000/-

Three primary interactions
P2P, M2P, M2M
How ‘Big Data’ is dentified
Virtualization and cloud
computing
Architectural structure to
implement an IoE solution
Security must be
considered IoE solutions
Physical Topology and
Logical Topology of a
modeled network

The Cisco Networking Academy®
Introduction to the Internet of
Everything course provides an overview
of the concepts and challenges of the
transformational IoE economy. The
course discusses the Internet and its
evolution to the interconnection of
people, processes, data, and things that
forms the Internet of Everything.
The course introduces the concept of a
network foundation connecting billions
of things and trillions of gigabytes of
data to enhance our decision making
and. Course modules describe how IOE
drives the convergence between an
organization’s operational technology
(OT) and information technology (IT)
systems, and the business processes for
evaluating a problem and implementing
an IoE solution.

Internet of Everything

IoE

Identify the four pillars of
IoE

COURSE DESCRIPTION
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WHO SHOULD ATTEND?

People

Process

Want to understand what IoE means
for them.
Want to leverage their technical
knowledge into IOE-related functions
in the workplace.

Features
Five modules of interactive
instructional content featuring IoE
experts
Activities, videos, and simulation
experiences
Assessments include a pre-test,
module quizzes, and final exam

For More Information
To learn more about Cisco Networking Academy, visit

www.cttcacademy.pk
info@cttcacademy.pk

Things

www.twitter.com/cttc

Data

COURSE CONTENTS
Traditional Telephony Networks
POTS, PBX, VoIP
Analog & Digital Circuits
Packetization in Voice networks
VoIP Signaling Protocols SIP,
SCCP, MGCP
Cisco Unified Communications
Manager Express (CME)
Global Telephony Commands

Duration

24 hours

Course Fee PKR 4,000/-

Configuring CME to Support
Endpoints
Dial Peers and Destination
Patterns

For More Information
To learn more about Cisco Networking Academy, visit

www.cttcacademy.pk
info@cttcacademy.pk

COURSE DESCRIPTION
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The Voice Primer is intended to be a
student’s first exposure to voice on a
data network (VoIP). It can be used as
an enhancement to CCNA Routing &
Switching curriculum.

WHO SHOULD ATTEND?
Student & IT Professional who have a
basic Netwroking knowledge.

Voice Primer

VP

NEW

www.twitter.com/cttc

Voice Primer

NEW
COURSE CONTENTS

Cyber
Security

The Cybersecurity Industry
Malware and How to Protect
Yourself
Overview of Cybersecurity in
Finance and Telecommunications
Defending Against Global
Threats

Duration

24 hours

Course Fee PKR 4,000/-

Strategic and Architectural
Cybersecurity Planning
Vulnerabilities and Solutions
Will Your Future Be in
Cybersecurity?

For More Information
To learn more about Cisco Networking Academy, visit

www.cttcacademy.pk
info@cttcacademy.pk

COURSE DESCRIPTION
The Cisco Networking Academy®
Introduction to Cybersecurity course
covers trends in cybersecurity and
career opportunities available in this
field.
Cybersecurity refers to the people,
products, and processes that protect
electronic data from those with
malicious intent. This course introduces
students to a variety of networking
professionals who discuss the exciting
and growing industry of cybersecurity.

WHO SHOULD ATTEND?

Cyber Security

Cisco Security Solutions
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Student & IT Professional who have a
basic Netwroking knowledge.

www.twitter.com/cttc

CyberSecurity

Cloud Primer

NEW
COURSE CONTENTS

Cloud
Primer

Reduce Data Center and Server
Scroll
Reduce Power and Cooling Cost

Storage Virtualization
Course Fee PKR 4,000/-

Provide advance networking skills and
concept on Data Center & Cloud
Computing.

Network Virtualization
Cisco Virtualization Multi
Tenant Data Center (VMDC)

Cloud Primer

Desktop Virtualization
24 hours

COURSE DESCRIPTION

Implementation a Unified
Fabric (Cisco Nexus)
Server Virtualization

Duration
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For More Information
To learn more about Cisco Networking Academy, visit

www.cttcacademy.pk
info@cttcacademy.pk

www.twitter.com/cttc

Cisco Intelligent Automation
for Cloud (CIAC)

CCNA Routing and Switching

®

The Cisco Networking Academy CCNA Routing and
Switching curriculum is designed for students who are
seeking entry-level ICT jobs or plan to pursue more
specialized ICT skills.
CCNA Routing and Switching provides comprehensive
coverage of networking topics, from fundamentals to
advanced applications and services, with opportunities
for hands-on practical experience and career skills
development.

Cisco Certifications
®

Students will be prepared to take the Cisco CCENT
certification exam after completing a set of two courses
®
and the CCNA Routing and Switching certification
exam after completing a set of four courses.

Features and Benefits

Students learn the basics of routing, switching, and
advanced technologies to prepare for the CCENT
and CCNA certification exams, networking related
degree programs, and entry-level careers.
The language used to describe networking
concepts is designed to be easily understood by

The CCNA Routing and Switching curriculum offers the
following features and benefits:












learners at all levels and embedded interactive
activities help reinforce comprehension.
Courses emphasize critical thinking, problem
solving, collaboration, and the practical application
of skills.
Multimedia learning tools, including videos, games,
and quizzes, address a variety of learning styles
and promote increased knowledge retention.
®
Hands-on labs and Cisco Packet Tracer
simulation-based learning activities help students
develop critical thinking and complex problem
solving skills.
Embedded assessments provide immediate
feedback to support the evaluation of knowledge
and acquired skills.

Course Description
CCNA Routing and Switching teaches comprehensive
networking concepts, from network applications to the
protocols and services provided to those applications by
the lower layers of the network. Students will progress
from basic networking to more complex enterprise and
theoretical networking models later in the curriculum.

Introduction to Networks
Routing and Switching Essentials
Scaling Networks
Connecting Networks

There are four courses in the recommended sequence:





In each course, Networking Academy™ students will
learn technology concepts with the support of interactive
media and apply and practice this knowledge through a
series of hands-on and simulated activities that reinforce
their learning.

Scaling
Networks

Routing and
Switching
Essentials

Introduction
to Networks

Course

Describes the architecture, components, and
operations of routers and switches in a large
and complex network. Students learn how to
configure routers and switches for advanced
functionality. By the end of this course,
students will be able to configure and
troubleshoot routers and switches and resolve
common issues with OSPF, EIGRP, STP, and
VTP in both IPv4 and IPv6 networks. Students
will also develop the knowledge and skills
needed to implement DHCP and DNS
operations in a network.

Describes the architecture, components, and
operations of routers and switches in a small
network. Students learn how to configure a
router and a switch for basic functionality. By
the end of this course, students will be able to
configure and troubleshoot routers and
switches and resolve common issues with
RIPv1, RIPv2, single-area and multi-area
OSPF, virtual LANs, and inter-VLAN routing in
both IPv4 and IPv6 networks.

Introduces the architecture, structure,
functions, components, and models of the
Internet and computer networks. The
principles of IP addressing and fundamentals
of Ethernet concepts, media, and operations
are introduced to provide a foundation for the
curriculum. By the end of the course, students
will be able to build simple LANs, perform
basic configurations for routers and switches,
and implement IP addressing schemes.

Description

At-A-Glance

Connecting
Networks

Discusses the WAN technologies and network
services required by converged applications in
a complex network. The course enables
students to understand the selection criteria of
network devices and WAN technologies to
meet network requirements. Students learn
how to configure and troubleshoot network
devices and resolve common issues with data
link protocols. Students also develop the
knowledge and skills needed to implement
IPSec and virtual private network (VPN)
operations in a complex network

URL: www.cisco.com/go/trademarks. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a partnership relationship between Cisco and any other company. (0713R)
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Skills and Competencies
Here are some examples of tasks students will be able
to perform after completing each course.

Design, calculate, and apply
subnet masks and addresses
to fulfill given requirements in
IPv4 and IPv6 network

Describe the importance of
addressing and naming
schemes at various layers of
data networks in IPv4 and
IPv6 environments

Describe the role of protocol
layers in data networks

Describe the devices and
services used to support
communications in data
networks and the Internet

Configure and troubleshoot
VLANs and inter-VLAN
routing

Configure and troubleshoot
basic operations of routers in
a small routed network

Configure and troubleshoot
basic operations of a small
switched network

Describe basic switching
concepts and the operation
of Cisco switches

Describe enhanced switching
technologies such as VLANs,
VLAN Trunking Protocol,
Rapid Spanning Tree
Protocol, and 802.1q

Routing and Switching
Essentials

Build a simple Ethernet
network using routers and
switches

Describe the operations of
Dynamic Host Configuration
Protocol and Domain Name
System for IPv4 and IPv6

Introduction to Networks

Use Cisco command-line
interface (CLI) commands to
perform basic router and
switch configurations

Manage Cisco IOS® Software
licensing and configuration
files

Configure and troubleshoot
advanced operations of
routers and implement RIP,
OSPF, and EIGRP routing
protocols for IPv4 and IPv6

Configure and troubleshoot
basic operations of routers in
a complex routed network for
IPv4 and IPv6

Describe the operations and
benefits of link aggregation
and Cisco VLAN Trunk
Protocol (VTP)

Configure and troubleshoot
STP operations

Describe the operations and
benefits of the Spanning
Tree Protocol (STP)

Configure and troubleshoot
DHCP and DNS operations
for IPv4 and IPv6

Scaling Networks

Design network architectures
for borderless networks, data
centers, and collaboration

Monitor and troubleshoot
network operations using
syslog, SNMP, and NetFlow

Configure and troubleshoot
IPSec tunneling operations

Configure and troubleshoot
broadband connections

Configure and troubleshoot
serial connections

describe different WAN
technologies and their
benefits

Describe the operations and
benefits of virtual private
networks (VPNs) and
tunneling

Connecting Networks

About Cisco Networking Academy
In partnership with schools and organizations around
the world, Cisco Networking Academy delivers a
comprehensive learning experience to help students
develop ICT skills for career opportunities, continuing
education, and globally recognized career certifications.
To learn more, visit: www.netacad.com.

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the United States and other countries. To view a list of Cisco trademarks, go to this URL:

www.cisco.com/go/trademarks. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a partnership relationship between Cisco and any other company. (0713R)

®

CCNA Security At-a-Glance

Course Description
®

®

The Cisco Networking Academy CCNA Security course provides a next step for
individuals who want to enhance their Cisco CCENT certification-level skill set and
help meet the growing demand for network security professionals. The curriculum
provides an introduction to the core security concepts and skills needed for the
installation, troubleshooting, and monitoring of network devices to maintain the integrity,
confidentiality, and availability of data and devices.

CCNA Security offers the following:

Provides an in-depth, theoretical overview of network security principles as well as

the tools and configurations available

Emphasizes the practical application of skills needed to design, implement, and
support network security

®

Supports the development of critical thinking and complex problem-solving skills
through hands-on labs

Tracer simulation-based learning activities, and allows students to experiment with

Promotes the exploration of networking security concepts through Cisco Packet
network behavior

Includes innovative assessments that provide immediate feedback to support the

evaluation of knowledge and acquired skills

Who Should Enroll

Organizations around the world are experiencing a shortage of qualified candidates

with the specialized ICT knowledge and skills needed to administer devices and

applications in a secure infrastructure, recognize network vulnerabilities, and mitigate

security threats. CCNA Security helps students prepare for in-demand, entrylevel security career opportunities and the globally recognized Cisco CCNA

IT Essentials 5.0

The Internet is changing life as we know it—bringing
new opportunities to communities throughout the world,
and increasing the global demand for information and
communication technology (ICT) skills. Innovations such as
social networking, cloud computing, and mobile devices
are changing the way we live, work, play, and learn. These
innovations are all powered by networks, and there is a
shortage of qualified ICT candidates to design, install, and
manage these networks.

IT Essentials
The Cisco Networking Academy® IT Essentials curriculum
provides an introduction to the technical skills needed
to help meet the growing demand for entry-level ICT
professionals. The curriculum covers the fundamentals
of computer hardware and software as well as advanced
concepts such as security, networking, and the
responsibilities of an ICT professional.
The curriculum offers the following features and benefits:
t Students develop working knowledge of how computers
operate, how to assemble computers, and how to
troubleshoot hardware and software issues.
t Hands-on labs and the Virtual Laptop and Virtual Desktop
learning tools help students develop critical thinking and
complex problem-solving skills.
t Updated, relevant curriculum and labs are delivered in
the Cisco NetSpace™ learning environment and include
new topics such as mobile devices and client side
virtualization.

t

t

t
t

There are no
prerequisites for
this course

Prerequisites

The course emphasizes the practical application of skills
and procedures needed for hardware and software
installations, upgrades, and troubleshooting.
Cisco® Packet Tracer simulation-based learning activities
promote the exploration of networking and network
security concepts, while allowing students to experiment
with network behavior.
Online assessments provide immediate feedback to
support the evaluation of knowledge and acquired skills.
The course helps students develop the career skills
needed to successful communicate within an ICT
business environment and interact with customers.

Who Should Enroll

t

Students seeking career-oriented, entrylevel computer hardware, software, and
networking skills

t

Students who want to gain fundamental
computer hardware, software, and
troubleshooting skills
CompTIA A+ certification exams

tStudents who want to prepare for the

Course Description
The Cisco IT Essentials (ITE) curriculum offers a hands-on,
career-oriented learning experience with an emphasis on
practical activites to help students develop fundamental
computer and career skills. IT Essentials helps students
prepare for entry-level ICT career opportunities and
the CompTIA A+ certification, which helps students to
differentiate themselves in the marketplace and advance
their careers.
Here are some examples of working environments and jobs
that may be available to students after completing this course:
t A corporate or mobile environment with a high level
of face-to-face client interaction. Job titles include
enterprise technician, IT administrator, field service
technician, and PC technician.
t A remote-based work environment that emphasizes
client interaction, client training, operating systems, and
connectivity issues. Job titles include remote support
technician, help desk technician, call center technician,

At-A-Glance

t Settings with limited customer interaction where
hardware-related activities are emphasized. Job titles
include depot technician and bench technician.

In addition, ITE provides a learning pathway to the Cisco
CCNA® curricula. IT Essentials can be delivered as an
independent curriculum or integrated into a broader course of
study, such as technology or continuing education programs.

Students Will Be Able to Perform the Following Tasks After
Completing the Course

4.

3.

2.

Install and navigate an operating system

Explain the purpose of preventive maintenance and identify
the elements of the troubleshooting process

Perform a step-by-step assembly of a desktop computer

Describe how to protect people, equipment, and the
environment from accidents, damage, and contamination

components of a personal computer

5.

Upgrade or replace components of a laptop based on
customer needs

1.

6.

Describe the features and characteristics of mobile devices

Install and share a printer

7.

9.

8.

10. Implement basic hardware and software security principles

11. Apply good communication skills and professional behavior
while working with customers

12. Perform preventive maintenance and advanced troubleshooting
13.

and provide recommendations for hardware, operating
systems, networking, and security

Cisco Networking Academy

www.

In partnership with schools and organizations around the
world, the Cisco Networking Academy program delivers a
comprehensive learning experience to help students develop
ICT skills for career opportunities, continuing education, and
globally recognized career certifications.

For More Information

To learn more about Cisco Networking Academy, visit
netacad.com .
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Contact

Location:

118-N Block 2,P.E.C.H.S., Main
Tariq Road Karachi.

Call:

+92 (021) 34300006-7
+92 (021)34524830-1

http://cttcacademy.pk
info@cttcacademy.pk
www.twitter.com/cttc

